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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.





Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6









Part - A 


Max.Marks: 6x2=12

[image: image1.wmf] Answer all QUESTIONS, EACH QUESTION CARRIES 2 MARKS.
	
	
	BCLL
	CO(s)
	Marks

	1
	Differentiate between vulnerability assessment and penetration testing.
	L2
	CO1
	[2M]

	2
	Why is physical penetration testing important?
	L1
	CO2
	[2M]

	3
	What is the purpose of the Metasploit console?
	L1
	CO3
	[2M]

	4
	What is buffer overflow?
	L2
	CO4
	[2M]

	5
	Define SQL Injection.
	L1
	CO5
	[2M]

	6
	Why are client-side browsers exploits significant to attackers?
	L1
	CO6
	[2M]








           Part – B


Max.Marks: 6x8=48
ANSWER ALL QUESTIONS. EACH QUESTION CARRIES 8 MARKS.
	
	
	BCLL
	CO(s)
	Marks

	7
	Describe the steps involved in conducting a social engineering attack.
	L2
	CO1
	[8M]

	
	OR
	
	
	

	8
	Explain the role of penetration testing in identifying and mitigating cybersecurity threats.
	L3
	CO1
	[8M]

	
	
	
	
	

	9
	Describe the steps involved in conducting a physical penetration test.
	L1
	CO2
	[8M]

	
	OR
	
	
	

	10
	Compare and contrast physical penetration attacks and insider attacks.
	L2
	CO2
	[8M]

	
	
	
	
	

	11
	Explain the architecture of Metasploit and how it fits into the penetration testing lifecycle.
	L2
	CO3
	[8M]

	
	OR
	
	
	

	12
	Discuss the role and capabilities of Meterpreter in a penetration test. How does it enhance exploitation?
	L3
	CO3
	[8M]

	
	
	
	
	

	13
	Outline the structure and key components of a penetration test report.
	L2
	CO4
	[8M]

	
	OR
	
	
	

	14
	Explain stack operations and their relevance in Linux exploitation.
	L2
	CO4
	[8M]

	
	
	
	
	

	15
	Describe how injection vulnerabilities occur and provide examples of common injection attacks.
	L4
	CO5
	[8M]

	
	OR
	
	
	

	16
	Describe the process and importance of source code analysis in identifying vulnerabilities.
	L2
	CO5
	[8M]

	
	
	
	
	

	17
	Discuss the security architecture of Internet Explorer and how it attempts to mitigate exploits.
	L2
	CO6
	[8M]

	
	OR
	
	
	

	18
	What techniques are used in initial malware analysis, and what information do they reveal?
	L3
	CO6
	[8M]
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